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Manual Configuration of wireless network

"Eduroam”

'~

Windows*7
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Click the Start button, then Control Panel;
In Control Panel, click Network and Internet:

— - - e |
%vﬁ » Control Panel » - | 49 ||| |Search Control Pane! ol
C e — — aaae———

Adjust your computer’s settings Viewby: Category ¥
% System and Security ] User Accounts and Family Safety
Review your computer's status a ) Add or remove user accounts

Back up your computer @ Set up parental controls for any user
Find and fizgroblem
Appearance and Personalization
. Network and Internet % Change the theme
M ConnecttotheIntemnet Change desktop background
View network status and tasks Adjust screen resolution
Choose homegroup and sharing g
Clock, Language, and Region
| Hardware and Sound ,-3 Change keyboards or other input methods
‘ View devices and printers Change display language
Add a device
Connect to a projector Ease of Access
Adjust commonly used mobility settings Let Windows suggest settings
Optimize visual display
Programs
Uninstall a program

Then click Network and Sharing Center:
[ —-— - - ===

GO"? » Control Panel » MNetwork and Internet » - ‘ +y | I Search Control Panel pel |

Control Panel Home

ork and Sharing Center
View network status and tasks | Connect to a network

em and Securi
St LY View network computers and devices | Add a wireless device to the netw
* Network and Internet
Hardware and Sound q Home el . .
Choose homegroup and sharing options
Programs

Cl

User Accounts and Family Internet Options

Safety Connect to the Internet | Change your homepage | Manage browser add-ons
Delete browsing history and cookies

Appearance and

Personalization

Clock, Language, and Region

Ease of Access
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Click Setup a New Connection or Network:

- —— - -
Network and Intemet » Network and Sharing Center v | 44 [ Search Control Panel ol
e el — = —
Control Panel H 5 < : ; . °
AN View your basic network information and set up connections
Manage wireless networks *‘ »® Q See full map
Change ad: etti )
ange adapter settings e Internet
Change advanced sharing (This computer)
settings
View your active networks Connect to 2 network
You are currently not connected to any networks,
our networking settings
? Set up a new connection or netwark
Set up a wireless, broadband, dial-up, ag or VPN connection; or set up a router or access
Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.
Choose homegroup and sharing options
Access files and printers located on other network computers, or change sharing settings.
Troubleshoot problems
Diagnese and repair network p or get g
See also
HomeGroup
Intemnet Options
Windows Firewall

Click Connect Manually Wireless Network, and then Next:

=L
— - g - —
; — -
@ @ Set Up a Connection or Network -
T — - - N
Choose a connection option
-
Connect to the Internet =
1] Set up a wireless, broadband, or dial-up connection to the Internet.
4 Set up a new network
<agg;, Configure a new router or access point.
= d
w"IManually connect to a wireless network b 1
[Connect to a hidden network or create a new wireless profile
Connect to a workplace
Set up a dial-up or VPN connection to your workplace.
== Set up a dial-up connection
“ Connect to the Internet using a dial-up connection. u
-
=S
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@ 3 Manually connect to a wireless network e
-

Enter information for the wireless network you want to add

Network name: [ eduroom |
Security type: | wea2-Enterprise -l
Encryption type: faes -1
Security Key: Hide characters

[¥] Start this connection automatically

nnnet:t even if the network is not broadcasting
Waming: If you select this option, your computer's privacy might be at risk.

—an—

(=D

In the box that appears, click Change Connection Settings:

\:_,J I'Q] Manually connect to a wireless network ————
- —

Successfully added eduroam

Change connection settings
Open the connection properties s that 1 can change the settings.

Centro Informatico

Fill in:

- Network name: eduroam
Select:

- Security type: WPA2-
Enterprise

- Encryption type: AES

Check the box:
- Connect even if the
network is not broadcasting

Click Next.
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eduroam Wireless Network Properties

—

Name: eduroam
SSID: eduroam
Network type: Access point
Network availability: Al users

[¥] Connect automatically when this network is in range
[] Connect to a more preferred network if available
onnect even if the network is not broadcasting its name (SSID)

Check the box: Connect even if the network is
not broadcasting its name (SSID)

Click Security:

eduroam Wireless Network Properties g

Seaurity type: |wm&mprse v| Select the type of security WPA2-Enterprise

Choose AES encryption type

In the Network Authentication method select
Protected EAP (PEAP),

Click on Settings
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Protected EAP Properties S

When connecting:
he server certificate

Connect to these servers:

Trusted Root Certification Authorities

]

[7] Equifax Secure Certificate Authority

[7] GTE CyberTrust Global Root

[ Microsoft Root Authority

[ Microsoft Root Certificate Authority

[ thawte Primary Root CA

[ Thawte Timestamping CA

[] veriSign Class 3 Public Primary Certification Authority - G5

| Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[secured password (EaP-MsCHAP v2) vll
e

[¥] Enable Fast Reconnect

[ Enforce Network Access Protection

[ Disconnect if server does not present cryptobinding TLV
[] Enable Identity Privacy

o J[ concel |

L= —

Uncheck Validate server certificate

select the authentication methods: Secured
password (EAP-MSCHAP v2) and click
Configure.

,
EAP MSCHAP2 Properties e

When connecting:

n;:;n::dyusemy“rndowsbgonnanemd
(and domain ff any).

(o) Com]

Turn off the box as pictured:

-

Press OK all times
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When requesting authentication, fill in the fields with their respective login and password:
' )

Network Authentication

Please enter user credentials

/ I al2345@estgp.pt ]
.Hg IPa:-swcrd l

o

Press OK.
Wait a few seconds it will display the information that is online

Currently connected to:

$=3 eduroam

¥ Internet access
Ligagdo de rede sem fios ~
eduroam Connected 1

eduroam-guest 9 |

Other Network M
"

Other Network M

Open Network and Sharing Center

16:27
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